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Exploring Microsoft File Structures
• In Microsoft file structures, sectors are grouped to form clusters

– Clusters can have one sector or more

• OS assigns these cluster numbers, called logical addresses
– Address point to relative position

• Clusters are numbered sequentially starting at 0 in NTFS and 2 in FAT

• Sector numbers are called physical addresses
– From address 0 to last sector on disk
– First sector of all disks contains a system area, the boot record, and a file 

structure database

• Clusters and their addresses are specific to a logical disk drive, which is 
a disk partition
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Disk Partitions
• A partition is a logical drive.  i.e “C”, “D”, “E” and etc
• Windows OSs can have three primary partitions followed by 

an extended partition that can contain one or more logical 
drives

• Partition gap
– Unused space between partitions
– Can use to hide data!

https://www.minitool.com

One disk can only have one Master Boot Record 
but multiple volume boot sectors
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Disk Partitions (Cont)
• The partition table(s) is in the Master Boot Record (MBR)

– Located at sector 0 (first 512 bytes) of the disk drive
• MBR stores information about partitions on a disk and their locations, 

size, and other important items

• In a hexadecimal editor, such as WinHex, you can find the first partition 
at offset 0x1BE
– File system’s hexadecimal code (partition type) is offset 3 bytes from 

0x1BE for the first partition
– Sector address of where this partition starts on the drive is offset 8 bytes 

from 0x1BE. 
– The number of sectors assigned to the partition are offset 12 bytes for 

position 0x1BE.
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Disk Partitions (Cont)
A partition table is 
a table maintained 
on disk by the 
operating system 
describing 
the partition on 
that disk.

key hexadecimal 
codes is used by OS 
to identify and 
maintain
the file system.  i.e 
0x07 => NTFS
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Drive Slack, RAM Slack, File Slack
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• Microsoft OSs allocate disk space for files by clusters
– Results in Drive Slack

• Unused space in a cluster between the end of an active file and the 
end of the cluster

• Drive Slack includes:
– RAM slack (unused space between EOF and end of last used sector) 

and 
– File slack (unused space allocated for a file)
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• Document size is 5000 bytes of data. 
• Assuming hard disk size is 1.6G, the OS allocates 

about 32,000 bytes, or 64 sectors (512 bytes per 
sector), for this file. 

• The unused space, 27,000 bytes, is the file slack.
• RAM slack is the portion between EOF and the 

last sector (10th sector) used.  So the RAM slack is 
120 bytes.  The remaining sectors are referred to 
as “file slack” and is equal to 27648 bytes.

• See diagram above

Note : The data used to fill the 120-byte
void (RAM Slack) is pulled from RAM. 
Any information in RAM at that point, 
such as logon IDs or passwords, is 
placed in RAM slack!!

Default : 1 sector = 512 bytes
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File Systems

FAT

NTFS

Guide to Computer Forensics and Investigations, Fifth Edition 8



© Cengage Learning  2015
Guide to Computer Forensics and Investigations, Fifth Edition 9

Examining FAT Disks
• File Allocation Table (FAT)

– File structure database that 
Microsoft originally designed for 
floppy disks

• FAT database is typically 
written to a disk’s outermost 
track and contains:
– Filenames, directory names, date 

and time stamps, the starting 
cluster number, and file attributes

• Three current FAT versions
– FAT16, FAT32, and exFAT (used 

by Xbox game systems) 
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Examining FAT Disks

• Cluster sizes vary according to disk drive size and 
file system

Note : sector size = 512 bytes

(1024)
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Examining NTFS Disks (Cont)

• In NTFS, everything written to the disk is considered 
a file

• On an NTFS disk
– First data set is the Partition Boot Sector
– Next is Master File Table (MFT)

• In NTFS, clusters are smaller for smaller disk drives
• NTFS results in much less file slack space
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Examining NTFS Disks (Cont)

Note : sector size = 512 bytes
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Ref :ntfs.com/ntfs-mft.htm
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NTFS System Files

• In the MFT, the first 15 
records are reserved for 
system files used to 
describe MFT.  They have 
file names beginning with 
a $ sign

• Records in the MFT are 
called metadata

Master File Table (MFT) contains information about all 
files on the disk including the system files OS uses
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MFT File Attributes

• In NTFS MFT, all files and folders are stored in 
separate records of 1024 bytes each

• Each record contains file or folder information
– This information is divided into record fields 
– A record field is referred to as an attribute ID

• File or folder information is typically stored in one of two 
ways in an MFT record:
– Resident and nonresident
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MFT and File Attributes (Cont)

• All MFT record (files or 
folders) starts with a 56 byte
value known as MFT header.  

• For very small files(resident), 
about 512 bytes or less, all file 
metadata and data are stored 
in the MFT record.

• Files larger than 512 bytes 
(nonresident) are stored 
outside the MFT

– MFT record provides cluster 
addresses where the file is 
stored on the drive’s partition

• Referred to as data runs

Basic information of a file in MFT starts at 0x10 
after the MFT header (after 56 byte)



© Cengage Learning  2015
Guide to Computer Forensics and Investigations, Fifth Edition 17

MFT and File Attributes (Cont)
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MFT and File Attributes (Cont)

Resident file attributes Non-resident file attributes

60 00  00 60 (HEX) => 96 (DEC)
70 00  00 70

Start of attribute 0x10 after 56 bytes header info
Start of attribute 0x10 after 56 bytes header info
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MFT Structures for File Data
• For the header of all MFT records, the record fields of interest are 

as follows:
– At offset 0x00 - the MFT record identifier ”FILE”
– At offset 0x14 - length of the header (indicates where the next attribute 

starts) 38 00  00 38 = 56 bytes!!
– At offset 0x1C to 0x1F - size of the entire MFT record
– At offset 0x32 and 0x33 - the update sequence array, which stores the 

last 2 bytes of the first sector of the MFT record
• The update sequence array is used as a checksum for record integrity 

validation

Guide to Computer Forensics and Investigations, Fifth Edition
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MFT Structures for File Data (cont)
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Standard Information attribute –
• Create date and time
• Last modified date and time
• Last access date and time
• Record update date and time

(1)

(1)

(2)

(2)

(3)

(3)

(4)

(4)
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NTFS Alternate Data Streams
• Alternate data streams

– Ways data can be appended 
to existing files

– Can obscure valuable 
evidentiary data, intentionally 
or by coincidence

• In NTFS, an alternate data 
stream becomes an additional 
file attribute
– Allows the file to be 

associated with different 
applications

• You can only tell whether a file 
has a data stream attached by 
examining that file’s MFT 
entry!!

First attribute 0x80
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